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ABSTRACT

Mobile application plays an important role for all the smart phone users to play or perform different tasks.Mobile
application developers are available in large number; they can develop the different mobile applications. For
making lager users for their applications some developers involve in illegal activities. Due to these illegal activities
the mobile applications hires high rank in the application popularity list. Such fraudulent activities are used by
more and more application developers. A ranking fraud detection system for mobile Apps is proposed in this
paper. Accurately locate the ranking fraud by mining the leading sessions, of mobile Apps.R3-RFD algorithm is
proposed in this paper. Furthermore, sentiword dictionary is used to identify the exact reviews scores. The fake
feedbacks by a same person for pushing up that app on the leaderboard are restricted. Two different constraints
are considered for accepting the feedback given to an application. The first constraint is that an app can be rated
only once from a user login. And the second is implemented with the aid of MAC address that limits the number
of user login logged per day from a MAC address as five.

INTRODUCTION

The quantity of mobile Apps has developed in the course of recent years. The growth of apps was increased by
1.6 million. The top rated apps are displayed on the App leaderboards. To be sure, the App leaderboard is essential
for improving the mobile Apps ratings and allowing the users to download the app. Ranking fraud in the mobile
app market refers to illegal activities which have a purpose of boosting up the apps in the popularity list. To this
end, in this paper, a novel approach for ranking fraud detection system for mobile apps is provided. Specifically,
leading sessions, of mobile Appsis proposed to accurately locate the ranking fraud by mining the active periods.

PROBLEM STATEMENT

Many mobile app stores launched daily app leader boards which show the chart ranking of popular apps. The
leader board is the important for promoting apps. Original application grade level decreases due to the duplication
arrival in the mobile apps. In recent activities duplicate version of an application not burned or blocked. This is
the major defect. Higher rank leads huge number of downloads and the app developer will get more profit. In this
they allow fake application also.User not understanding the Fake Apps then the user also gives the reviews in the
fake application.

Exact Review or Ratings or Ranking Percentage are not correctly Calculated.

Rank aggregation aims to combine multiple rankings ofitems (called also base rankers or ranking lists) generated
byvarious sources (e.g. individual search engines) to produce abetter ranking. Several ranking fusion methodshave
been proposed in the literature. These methods fallinto two categories: score-based aggregation and rank-
basedaggregation. In the first category, items in the ranking listsare assigned scores and the ranking aggregation
function usesthese scores in order to create the final list. In the secondcategory, items function relies only on the
rank.

SYSTEM ARCHITECTURE

In recent years, mobile app has been rapidly growing while boosting more than 400,000 applications like Apple
app store and Google Android market. This rapidimprovement of mobile App has made it complex to user for
finding unique and trusted patterns of Application. Thus to solve this issue, marketing executives use rankingfor
the App. In this paper, a useful R3-RFD algorithm is used to find the leading sessions and with the analysis of
those records, it is proved that apps usually have different ranking patterns in each sessions as compared to the
normal apps. Therefore it is illustrated from those ranking records that some fraud is taking place in mobile app
market and to restrict those frauds, evidences are developed to detect such fraud. As only ranking based evidences
does not seems to be much sufficient to detect the fraud of mobile app, based on apps rating and review history
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some fraud evidences were discovered which showed anomaly patterns by those history. Specifically, an
unsupervised evidence aggregation method is also proposed for evaluating the trustworthiness of leading sessions.
And finally, the proposed system is estimated with real world app data gathered from the Google Play store for
time consuming period. The results of these experiments showed an effectiveness of proposed approach in fig 1.
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MODULES DESCRIPTION

Module 1: Leading events

Given a positioning limit K*€ [1, K] a main occasion e of App a contains a period range also, relating rankings
of a, Note that positioning edge K * is applied which is normally littler than K here on the grounds that K may be
huge (e.g., more than 1,000), and the positioning records past K * (e.g., 300) are not exceptionally helpful for
recognizing thepositioning controls. Moreover, it is finding that a few Apps have a few nearby driving even which
are near one another and structure a main session.

Module 2: Identifying the important sessions for mobile apps

Basically, mining important sessions has two types of steps concerning with mobile fraud apps.Firstly, from the
Apps ranking records, leading events is discovered and then secondly merging of adjacent important events is
done. Theproposed algorithm is able to identify the certain leading events and the sessions by scanning records
one by one.

Module 3: Identifying evidences for ranking fraud detection

Evidences Based on Ranking:

It concludes that important session comprises of various events. Hence by analysing the basic behaviour of leading
events for finding fraud evidences and also for the app ranking records, it is been noted that a particular ranking
pattern is always contained by app ranking behaviour in a leading event.

Evidences Based on Rating:

Previous ranking based techniques are useful for detection purpose but it is not efficient. As we know that rating
is been done after downloading it by the user, and if the rating is high in leaderboard that is liked by most of the
mobile app users. Spontaneously, the ratings in the important session gives rise to the unusual pattern which
happens during rating fraud. These records can be used for creating evidences which is based on rating.

Evidences based on Review:

Mostly people tend to download Apps after reading the reviews. Therefore, due to some previous works on review
spam detection, there still issue on locating the local anomaly of reviews in leading sessions. Based on apps review
behaviours, fraud evidences are used to detect the Mobile app ranking fraud.

Advantages of proposed System.

1. Detect Fraud ranking in daily App leader boards.
2. Avoid ranking manipulation.
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Mining Leading Sessions Algorithm
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Algorithm 1 Mining Leading Sessions

Input 1: a’s historical ranking records R.;
Input 2: the ranking threshold K~;

Input 2: the merging threshold ¢;
Output: the set of a’s leading sessions S,;
Initialization: S, = 0;

1 E,.=0e=0;s=0; t5,.,. =0;
2: for each i € [1,|R.|] do

3 if r; < K* and tZ,,,, == O then

4 totare = ti;

5 else if r{ > K™ and t,,,, 7 O then

6: / /found one event;

7: tona =ti—1; € =< toiartslona >

8 if £, == 0 then

9: EU = ¢€; tiiare = totars topa = tonas
10: else if (t5,,,: — 1Z,.4) < @ then

11: E,U=¢; t;na = tcna;

12: else then

13: //found one session;

14: 8 =< tatarirbondr s >3

15: S.,U = s; s = 0 is a new session;

16: E. = {€}; tatart = tatare; tena = tonas
17: tiiare = 0; e = 0 is a new leading event;

18: return S.
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EXPERIMENTAL RESULTS
Experimental Data

1. The experimental data sets were collected from the leaderboards of Google’s Play Store.
2. The data sets contain the daily chart rankings of top free Apps and top paid Apps, respectively. The data
set contains the ratings and reviews of the individual applications.
CONCLUSION

In this paper, the ranking fraud detection system for mobile applications is studied. For that purpose considered
the most important sessions that are useful to identifying ranking fraud happened and gave a method for mining
leading sessions. Then, identified all evidences like, ranking, rating and also review based evidences for detecting
fraud apps. After this, proposed a method which aggregates all these evidences for finding the fraudmobile

applications.
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